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Introduction 
Renewing the secure certificates on the IBIS production and test systems is a task that needs to be 
performed every 3 years.  Typically this is done by the ITSD webmaster because they have the ability to 
purchase certificates using our Comodo account.  This procedural document will guide you through all 
the steps required to complete the renewal process.  The system used for this documentation is the 
ibistest.health.state.nm.us server, but these instructions can also be used for the IBIS production server 
as well as any other Tomcat 7 server. 

Overview 
This procedure consists of 5 major steps and includes using keytool to generate the keystore and CSR, 
obtaining and unpacking the SSL, installing the certificates with keytool, modifying the Tomcat server 
configuration and restarting the service, and testing the new certificate to verify success.  The specifics 
of these steps are described with extreme detail in the following pages. 

Requirements 
To complete this process you must have Remote Desktop Protocol (RDP) access to the server, a local 
administrator account on the machine, and the ability to follow very specific instructions.  Experience 
with secure certificates and OpenSSL may help you to better understand the concepts described here, 
but is not essential for completing this task. 

Documentation 
There are several resources you may wish to read for detailed documentation on the keytool commands 
and Tomcat server configuration settings used throughout this procedure.  A list of them appears below. 

• Keystore & CSR Generation Using Keytool 
• CRT Installation on Tomcat Using Keytool 
• Tomcat SSL Connector Configuration 

  

https://support.comodo.com/index.php?_m=knowledgebase&_a=viewarticle&kbarticleid=244
https://support.comodo.com/index.php?_m=knowledgebase&_a=viewarticle&kbarticleid=1204
https://support.comodo.com/index.php?_m=knowledgebase&_a=viewarticle&kbarticleid=1212
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Generate 
There are two steps to generating the CSR from an Apache Tomcat web server.  The first is to create 
what is called a keystore which is a logical unit that contains a private key.  It will then be used to 
generate a Certificate Signing Request (CSR) needed to purchase the SSL from our Certificate Authority 
(CA) Comodo.  The keystore is also where we import the root, intermediate, and domain certificates.  
Ultimately the keystore will be referenced in the tomcat server configuration file. 

Keystore (Private Key) 
Use Remote Desktop Protocol (RDP) to login to the server.  Then open a command -prompt and change 
to the bin folder that contains the keytool command.  Now use the keytool utility to create a keystore. 

IMPORTANT:  ENTER THE FULL DOMAIN NAME WHEN ASKED FOR "FIRST AND LAST NAME" 

> cd "C:\Program Files\Java\JRE7\bin" 
> keytool -genkey -keyalg RSA -keysize 2048 -keystore ibistest2013 

 
 NOTE:  The keystore name you use must be unique each time you generate a new certificate.  The 
keysize limit is 2048 so unfortunately we are not able to generate keys of higher length.  Write down 
the password used because is needed to generate the CSR and import the certificates!  
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Certificate Signing Request (CSR) 
Once the keystore has been generated, we will use it to generate a CSR.  RDP to the server, open a 
command-prompt, and change to the keytool folder.  Now execute the keytool command to generate a 
CSR file.  Then output the CSR file and copy to the clipboard for use when requesting the certificate. 

You will be required to enter the password you selected when generating the keystore. 

> cd "C:\Program Files\Java\JRE7\bin" 
> keytool -certreq -keyalg RSA -file ibistest2013.csr -keystore ibistest2013 
> type ibistest2013.csr 
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Obtain 
In this section you will use the output of the CSR to request a certificate from our CA.  Once you receive 
the certificate you must get the files to server and make them available for importing into the keystore. 

Request from Comodo 
Login to our account with Comodo and request a new "InstantSSL Pro" certificate.   Select "Tomcat" as 
the server type, 3 years, then paste the CSR into the form and submit it.  Typically requests that email be 
sent to confirm ownership of any domain under the health.state.nm.us sub domain. 

When a list of email addresses is presented, select gary.long@state.nm.us from the list.  He is with the 
Department of IT (DoIT) and is very cooperative with assisting us.  Please send him a message letting him 
know that you made this request and that it is okay to approve the confirmation email from Comodo. 

Receive and Unpack 
When you receive the certificate ZIP file from Comodo, transfer it to the IBIS server using any method 
you have access to.  One way is to upload the ZIP file to the nmhealth.org website and then download it.  
Another is to login to your webmail from the IBIS server and save the ZIP file to the local hard drive. 

Once the ZIP file is there, unzip it into a folder.  Be sure you know where this folder is so you may 
reference their paths using keytool in the next section to import them into the keystore. 
 

 

mailto:gary.long@state.nm.us
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Install 
Once you have the certificate files saved to the local hard drive of the IBIS server and extracted from the 
ZIP file, you must import them into the keystore in a particular order starting with the root, then the 
intermediate, and last the domain certificate. 

Root Certificate Authority 
The root Certificate Authority (CA) certificate must be imported into the keystore first, before any 
intermediate or domain certificate.  RDP to the server, open a command-prompt, and change to the 
keytool folder.  Now execute the keytool command to import the root certificate into the keystore. 

You will be required to enter the password you selected when generating the keystore.  

IMPORTANT:  THE ALIAS ARGUMENT MUST BE "AddTrustExternalCARoot" EXACTLY! 

> cd "C:\Program Files\Java\JRE7\bin" 
> keytool -import -trustcerts -alias AddTrustExternalCARoot 
  -file ssl/ibistest2013/root.crt -keystore ibistest2013 

 

NOTE:  If you are warned in this step that the root CA certificate already exists in the global keystore, 
answer "yes" to the prompt asking you if you also want to import it into your own keystore.  
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Intermediate Certificate Authority 
The intermediate Certificate Authority (CA) certificate must be imported second, after the root and 
before the domain certificate.  RDP to the server, open a command-prompt, and change to the keytool 
folder.  Now execute the keytool command to import the intermediate certificate into the keystore. 

You will be required to enter the password you selected when generating the keystore. 

IMPORTANT:  THE ALIAS ARGUMENT USED MUST BE "UTNAddTrust" EXACTLY! 

> cd "C:\Program Files\Java\JRE7\bin" 
> keytool -import -trustcerts -alias UTNAddTrust 
  -file ssl/ibistest2013/intermediate.crt -keystore ibistest2013 
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Domain Certificate 
The domain certificate must be imported last, after the root and intermediate certificates.  RDP to the 
server, open a command-prompt, and change to the keytool folder.  Now execute the keytool command 
to import the domain certificate into the keystore. 

You will be required to enter the password you selected when generating the keystore.  

IMPORTANT:  THE ALIAS ARGUMENT USED MUST BE "mykey" EXACTLY! 

> cd "C:\Program Files\Java\JRE7\bin" 
> keytool -import -trustcerts -alias mykey 
  -file ssl/ibistest2013/domain.crt -keystore ibistest2013 
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Configure Tomcat 
In this section you will be creating a backup of the Tomcat configuration file, making modifications to 
the existing file to reference the new keystore you created, and then restarting the Tomcat service. 

Backup Configuration File 
RDP to the server, open a command-prompt, and change to the Tomcat folder.  Copy the existing 
server.xml file to a backup copy, then launch notepad so you can edit the configuration in the next step. 

> cd "C:\Program Files\Apache Software Foundation\Tomcat 7.0\conf" 
> copy server.xml server-20130512.xml 
> notepad server.xml 
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Modify Configuration File 
In the last step you should have launched notepad to edit the server.xml file.  Find the place in the file 
where the connector for port 433 is defined.  There will probably be several old versions of this 
definition commented out with the "<!--" and "-->" comment characters.  It is recommended that you 
copy the existing line and comment out the old using the same procedure.  Then modify the new line so 
that keystoreFile and keystorePass reference your new keystore settings. 

<Connector port="443" protocol="org.apache.coyote.http11.Http11NioProtocol" 
SSLEnabled="true" maxThreads="150" scheme="https" secure="true" 
clientAuth="false" sslProtocol="TLS" 
keystoreFile="C:\Program Files\Java\jre7\bin\ibistest2013" 
keystorePass="ibistest2013"/> 

 

NOTE: In this example we used the same value for our keystore name and our keystore password.  
Please be aware that the keystorePass parameter is a plaintext version of the password you selected 
when the keystore was initially generated.  
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Restart Service 
To cause the Tomcat server to start using the new server.xml settings that you made in the last step, the 
windows service must be restarted.  This can be done using the windows net command-line utility.  If 
you don't know the service name, you can alternately use the standard windows services administrator 
GUI to restart the service.  Either approach will cause Tomcat to reload the new server.xml file. 

> net stop tomcat7 
> net start tomcat7 
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Test 
Now that the new keystore is being used by the Tomcat server, we should perform a test to verify that 
the new SSL certificate is being used, that no warnings are issued by the web browser, and that the SSL 
reflects the expected expiration date.  To do this with MSIE simply visit the https:// website address, 
click the lock icon to the right of the address bar, then click the "View Certificates" link. 
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